FEDERAL CRITERIA

LEGAL AUTHORITIES

e & & B % ® ® & & 8

National Security Act of 1947

Privacy Act of 1974

Federal Mlmgﬂu‘ﬁnlnﬁilllmgriqrhduflm

Computer Fraud and Abuse Act of 1986

Omnibus Diplomatic Security and Antiterrorism Act of 1986, as amended
Computer Security Act of 1987

Paperwork Reduction Act of 1995

Clinger-Cohen Act of 1996 or Federal Acquisition Reform Act of 1996
Computer Security Enhancement Act of 1997

Government Information Security Reform

PRESIDENTIAL POLICIES

PDD-62, Combating Terrorism: Presidential Decision Directive 62, May 22, 1998
PDD-63, White Paper, The Clinton Administration’s Policy on Critical Infrastructure
Protection: ntial Decision Directive 63, May 22, 1998

PDD-NCS-67, Enduring Constitutional Government and Continuity of Governmen!
Operations, 21 October 1598

Executive Order, Providing for the Physical Security of Facilities Important fo the National
Defense, EO 10421, December 31, 1952

Executive Order, Assignment of national security and emergency preparedness
telecommunications functions, EQ 12472, April 3, 1984

Executive Order, Assignment of Emergency Preparedness Responsibilities, EQ 12656,
MNovember 18,1998

Executive Order, Classified National Securily Information, EO 12958, April 17, 1995
Executive Order, National Infrastructure Assurance Council, EO 13130, July 14, 1999
OMB Circular No. A-123 revised, Management Accountability and Control, June 21, 1995
OMB Circular No. A-127—revised, Financial Management Systems, July 23, 1993
OMB Circular No. A-130, Appendix III, Security of Federal Automated Information
Resources, November 28, 2000

Critical Infrastructure Assurance Office, Vulnerability Assessment Framework 1.1, Dctober
1998

Critical Infrastructure Assurance Office, National Plan for Information Systems Protection,
Version 1.0, An Invitation to a Dialogue, January 2000,

INFORMATION SECURITY DIRECTIVES

National WMCM.NMPM&&#MWCM#

C ommunications Security Material, NCSC No. 1, 16 January 1981

National Computer Security Center, National Policy on Use of Cryptomaterial by Activities
Operating in High Risk Environments, NCSC No. 5, 16 January 1981
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Mational CumﬂuSmhyCm,NaﬂmﬂPdkymSemt Voice Commuricafions,
NCSC No. 8, 7 May 1982

National Telecommunications and Information System Security Policy, National Policy for
Granting Access to ULS. Classified Cryptographic Information, NTISS No. 3, 19 December
1988

Mational Telecommunications and Information System Security Policy, National Policy on
Controlled Access Protection, NTISS No. 200, 15 July 1987

National Security Telecommunications and Information System Security Policy, National
Policy on Control of Compromising Emanations, MNSTISSP No. 300, 29 November 1993
National Security Telecommunications and Information System Security Directive,
Information Systems Security (INFOSEC) Education, Training, and Awareness, NSTISSD
No. 500, 25 February 1993

Mational Security Telecommunications and Information Systems Security Directive,
National Security Telecommunications and Automated [nformation Systems Security,
NSTISSD No. 502, 5§ February 1993

National Telecommunications and Information System Security Directive, Communicafions
Security (COMSEC) Monitoring, NTISS No. 600, 10 April 1990

National Security Telecommunications and Information Systems Security Directive,
Governing Procedures of the National Security Telecommunications and [nformation
Systems Securify Commitiee (NSTISSC), NSTISSD No. 900, April 2000
Director of Central Intelligence Directive 1/16, Security Policy for Uniform Protection of
Intelligence Processed in Automated Information Systems and Networks, 19 Tuly 1988

OTHER GOVERNMENTWIDE POLICIES

National Institute of Standards and Technology, Special Publication, fnformation Technology
Security Training Requirements: A Role- and Performance-Based Model, NIST SP No. 800-
16, April 1998

Mational Institute of Standards and Technology, Special Publication, Guide for Developing
Security Plans for Information Technology Systems, NIST SP No. 800-18, December 1998

4000, January 1998

Federal Preparedness Circular, Continuily of the Executive Branch of the Federal
Croverrnmerd af wﬂmmm:mmmwuaw, FPC No. 60,
Movember 20, 1990

Federal Preparedness Circular, Federal Evecutive Branch Continuity of Operations (COOF),
FPC No. 65, July 26, 1999

5 CFR Part 930, Programs for Specific Positions and Examinations (Miscellaneous), January
1, 2004
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LIST OF RELEVANT OFFICE OF INSPFECTOR GENERAL
AND GENERAL ACCOUNTING OFFICE DOCUMENTS

Computer Security Reviews of Paris Accounting & Disbursement System and Consolidated
American Payroll Processing System, Report No. 00-FM-014, June 2000,
Followup Audit of Domestic Telephone Security, Report No, OSO/A-95-25, July 1995.

L]
s Audit of the Management of Secure Communications, Report No. SIO/A-97-15, March 1997
o Audii of Overseas Telephone Sysiems Security Management, Report No. SIOfA-00-01,

Movember 1999,

Security Inspection of Siate Annex 26, Beltsville, Maryland, Report No. SIO/MT-00-40, July
2000,

General Accounting Office

Compuier Securify: Pervaxive, Serious Weaknessex Jeopardize State Depariment Operations,
GAO/AIMD-598-145, Washington, D. C., May 1998,

Executive Guide, Information Security Managemenit, Learning from Leading Organizations.
Washington, D.C., May 1998

Federal Information System Controls Audit Mamual, GAO/AIMD-12.19.6, Washington D.
C., January 1999

Information Security: Opporfunities for Improved OMB Cwversight of Agency Practices,
GAO/AIMD-96-110, Washington, D.C., September 24, 1996
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GOVERNMENTWIDE INFORMATION SECURITY
AWARENESS AND TRAINING REQUIREMENTS

The Computer Security Act of 1987 requires mandatory periodic security awareness and
training in accepted security practices for everyone involved in managing, using, or operating
sensitive cyber systems, The training is required to enhance awareness of cyber vulnerabilities
and threats, and encourage improved security practices. The procedures, scope, and manner of
the security awareness and training must comply with NIST and OPM guidance.

Under § CFR Part 930, Subpart C, Employees Responsible for the Management or Use of
Federal Computer Systems, OPM requires information technology security training for new
employees within 60 days of hiring. OPM requires that all employees receive the training when
they enter new positions dealing with sensitive information, or when their information security
environment or procedures change significantly. The OPM guidance references the more
extensive and detailed NIST guidance. OPM also requires periodic refresher training.

NIST Special Publication 800-16 is based on the Information Technology Security Body
of Knowledge, Topics, and Concepts. The guidance describes beginning, intermediate, and
advanced training agencies should give to executives, program and functional managers, IRM
security and audit staff, sutomated data processing management and operations, and end users,
The training should focus on computer security basics, planning and management, policies and
procedures, contingency planning, and life cycle management.

The results-based guidance provides an integrated framework for identifying training
needs throughout the organization and ensuring that everyone receives appropriate training. In
emphasizing roles and responsibilities, the guidance provides instructions on measuring
individual effectiveness in implementing information technology security policies and
organizational effectiveness in providing the necessary awareness and training for those
occupying all relevant positions.

The National Policy for the Security of National Security Telecommunications and
Information Systems assigned NSTISSC' responsibility for developing and implementing a
comprehensive approach to protecting national security information systems. The Committee
sees education, training, and awareness as countermeasures that can effectively reduce U.S.
Government exposure to known risks, but only if all employees are aware of and educated about
information security problems involving telecommunications and information systems.

NSTISSC has issued National Telecommunications and Information Systems Security
Directives (NTISSD) and National Security Telecommunications and Information Systems

“ National Security Telecommunications and Information Systems Security Commitiee was creaied by National
Security Directive No. 42, National Policy for the Security of National Security Telecommunications and
Information Systems, daed July 5, 1990, National Security Telecommunications and [nformation Systems Security
Commitiee is authorized (o issue operating policies 1o assure the security of telecommunications and sutomated
information.
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Security Instructions (NSTISSI) providing standards for information assurance education,
training, and awareness.

L]

NSTISSD No. 500 - Information Systems Security (INFOSEC) Education, Training,
and Awareness

NSTISSD No. 501 -NﬂimﬂTrﬁnthromm&annfmmiunSynmu Security
(INFOSEC) Professionals

NSTISSI No. 4011 - National Training Standard for INFOSEC Professionals
NSTISSI No. 4012 — Nationa! Training Standard for Designated Approving Authority

NSTISSI No. 4013 — National Training Standard for System Administrators in
Information Systems Security (INFOSEC)

NSTISSI No. 4014 — National Training Standard for Information Systems Security
Oificers (IS50)
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U.S. Strategy for International Outreach on
Critical Infrastructure Protection™

Key Points:

A sound long-term strategy to protect U.5. critical infrastructures depends on not only
implementation of our national plan, but on appropriately communicating our plan and
coaperating with other states and international organizations. The exponential geographic spread
of Information Technology, the rapidly evolving nature of information technology itself, the
difficulty in predicting future threats and trends, and the need to effectively target limited U 5.
resources all commend a strategy that is broad-based and flexible.

The U8, Government already conducts a wide range of bilateral and multilateral
CIP-related initiatives, in the context of international standards discussions, law enforcement,
national security, and research and development. Private enterprises and industry groups also
interact with foreign counterparts regularly. Such ad hoc efforts, however, can be less effective
and slow to develop without high-level, government-to-government contacts to encourage CIP
cooperation as a national priority. Uncoordinated agency efforts also can lead to foreign
governments receiving mixed or incorrect messages about U.S. national CIP policy,

The U.S. international strategy aims to coordinate CIP outreach to other governments and
international intergovernmental organizations by promoting CIP awareness, emphasizing
vigilance in security standards and practices, and enhancing law enforcement cooperation as
basic elements of the strategy for addressing CIP threats. Building on this foundation, the U.S.
will pursue initiatives to address economic security and national security issues.

The U.5., through an interagency working group under State Department leadership, will
establish agendas for government-to-government work on CIP and coordinate U. 5. involvement
in international intergovernmental organizations. The priorities will reflect the extent to which
U.5. infrastructure is interdependent with that of any particular country or group of countries.
The measure will be the number of economic sectors (telecommunications, energy, etc.) and
government functions (defense, law enforcement, etc.) in other countries where there are
significant interdependencies and opportunities for cooperative effort.

» For those countries where the 1.5, has multiple interests or dependencies, the State
Department will manage extensive interagency cooperation with the foreign
government and will, together with CIP Sector Coordinators and liaisons, track the
varipus U.S. interests to ensure consistency.

e For countries where the 1.5, has more limited interests or dependencies, the scope of
diplomatic contact and interagency coordination will be more limited. Bilateral

T Source: Assistant Secretary for International Marcotics and Law Enforcement Affairs,
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gmmmmmubmﬂlrﬁ:m:m address law enforcement issues,
.Mfumonk:yﬂﬁ.nniuulmniqruﬂmmmicmm. CIP Sector
dehmmﬁﬂkmSmmhmdufﬂﬁfmhﬂiu.

. Fmﬂmmmmu,s.doumprm?hlwdirm dependency, the
U S. Government will, within the bounds of its resources, work to raise CIP
mu'muu.ndm-ddrmhillﬂ-;muwmhmd law enforcement issues.

. mmmmmmrmmrmmﬁuwm
international enterprise. smm&m&mwmmmm
uncluﬁﬂadmmﬂuiﬂmdmldmhmhmthﬂuinuhnﬂMm
&Iwunthilghbl]mimmdmm. The U.S. Government will also

[nall-:;:m,uwu.s.ﬁwmmmhnﬁlihehmitudmdu&ﬂmmimlmimm
input where appropriate. U.S.Guwmmummpummlwillwwtwﬂthmdsmumin
other countries to identify and mmumﬁmulmﬂydepuﬂmuiu,mdmﬁdlm
pr‘wm-mmpmtimtorﬁnmmm of potential problems, and to stimulate private -
sector solutions. ThU.S.Gumnmmﬂwillmmpmpﬂpimﬂiunufmﬁumlmrhy
information and any sensitive data provided by foreign partners.
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% United States Departnent of S04
ﬁ,,u;'lj' Feneerantaamal fufieenetion Frogrranngs
Tim Warafrmgrian, DLLL 20507
h'k'u'..irrrjr,pn

February 21, 2001
INFORMATION HMEMORANDUM

UNCLASSIFIED

TO: OIG/AUD - Frank Deffer
w3

FROM: I1f - John Dwindh,

SUBJECT: IIP Comments on PDD-61 Drafe Repare—Cyber Security
Digcussion

I1IF wishes to comment on OIG draft report *Presidentisl
Decision Directive £3: The State Department Can Enhance Its
International Leadership and Its own Cyber Security=_ IIP is
supportive of the draft's overall conclusions. We have no issues
with recommended actions for the ©I0 and OS. Al proposed
policy recommendations cthar may emerge will pass through a
review process, allowing us to cosmen: on concrets proposals.

Comments
Heceassary resources

Worthy goals and {nitiatives outlined in the repors will be
impos=ible to achieve without comsensurace allocation of fiscal
and human rescurces. Unless rescurces are shifred ar money is
presfided, it is difficult to see how the outreach envisionsd Ln
the draft can be achisved, An effort of analogous size and acope
was the Y2F effort. YIK enjoyed the requisite investmenc of
resources on & USG and on a global scale. Meaningful efforcs at
protecting global critical Informaticn infrastructirs require a
similar and morecver. an ongoing level of coammitment, im urgent
terms of manpower and money and in sustained terms of developing
cocperative working interagency and intermatienal relacionahips.

URCLAESIFIED
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MCLASSIFIED

-

ZEo far as the IIP share of the draft program is concerned,
we reguest that the report esxpliecicly note that additienal
funding will be necessary to underteke the public inpformacion
campaign called for. Using the Y2K effcrt as a gauge. the IIP
portion, in the first year, would encail at least 5500¥ co cover
contract costs, additiconal scaff. and the creation of a web site
and an accompanying database. Additional amounts would then be
reguired for subseguent maintenance, and eguipment regquiremencs.

Foreign Assistanca?

The draft OIG report states that assistance needs to be
provided to internmaticnal parthers to prevent or minimize cyber
actacks worldwide, Again, analocgous to the USG-s YIK
experience, the lntegricy of the global system may at root be
determined by the weakear Link.

Great Expectations

If the U.5. is sericus about encouraging cther nationa to
srbark on & joint program of eritical infrastructure protection.
rrare needs to be discussion of incencives and disincentives--of
carpots or sticks, Ewven che most finely honed ITF informatcion
campaign will yield only marginal results without underlying
commicment to robust programs of interagency and incernational
coaperation.

IIPF welcomes the opportsunity to participate im a new high
vigibilicy program. That said, resources will be necessary to
make le perform satisfactorily, as well as realistis
expectations for resulcs that may come from the ourtrearch program
enviglioned.

UHCLASSIFIED
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United States Department of State

Assistant Secretary of Siate
Jor Internarienal Narcotics amd
Law Enforcemaent Affairs

Washington, D.C. 20520

Feb 1B °
TO: 0IG/AUD - Robert Taylor
FROM : INL - Rand B-Htiu}

SUBJECT: Comments on the INL-related portion of the
January 22 draft CIP report.

Thank you for the opportunity to comment on the January
2001 IG draft report on POD-63. While the drafc report
containg many helpful observations and sugdestions, it
continuss to mischaracterize the U.5, Government's
international outreach strategy.

The U.5. international cutreach strategy was developed
pursuant to PDD-E3 by an INL-chaired interagency subgroup
of the Critical Infrastructure Coocrdinatiom Group (CICG).
PDOO-63 directed that group to develop an internarional plan
"a4 & subardinate and related task” to completing the [irat
ever U.8. National Infrastructure Assurance Flan. The
oroup prepazed the internaticnal strategy in this ewvelving
situation in accordance with POD-83.

The draft IG report apparently overlooks this context.
Instead, Lt appsars to be bassd on the IGE'E own
interpretation of POD-63 and policy prefersnces,

I the IG continuss to take its current appsoach in thie
regard, I would like an opportunity co reflect my wviews in
the report itaelf,. Ocherwiee, 1 will have to raise the
marcer with the Secretary. Our gpecific comments are
provided in the attachment.

Arcachment

Tab 1 - Comments to draft report
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Commeants on the INL-related portisn of the
January 2001 I draft CIP report .

The draft report faclts INL and the Department of
State for, in essence, not following the directives of POD-
€3. The Report, however, mischaracterires POD-61, the role
of the State Department and the intermational out reach
plan. We take lssus= with the drafc report only in this
regard.

FDD-63 states that the international outreack plan is
supplemental and subordinate to the development of the U5,
national plan. It also directs tha Srare Department, i.=,,
INL am chair of the internaticnal subgroup created pursuant
to FDD-63, to act as the functicnal ecesrdinater of UsSG
international outreach, This interagency group mustc
decarmine, in the evolving situatien of development of the
U.5. national plan, the pace and direction of international
outreach efforts to implemsnt POD-£3. By taking direct
issue with policy decerminations which thia interagency
process 18 tasked with, the IG appeara to be sseking to
substitute its own interprecaticn of POD-£3 and policy
approach.

The interagency determimatisn to adspt a tiersed
approach te fnternacional outreach is whally conaistent
with FDD-53 and the U.5, Narional Plan for Information
Systems Protection, A5 we mentioned in our comments s the
earlier draft, the Mational Plan placed Firse priority on
fundamentala. A national strategy needed to be developed.
Critical infrastructures needed to be identified. The
crucial need for developing a public-private partnership
nesded to be addresssd.

Cur international outresch plan is informed by and
consilstent with che progress being made on the Marienal
¥lan. International cutreach cannort proesmpt the
development of our own naticnal appreach but must follow
and build on it. The determinacien to focus initial
efferts on & small group of key countries, the pEOTEcEion
of the infrascructures of which are most imporeant £o U.5.
national securicy, is a policy determination properly made
by the U.5. inceragency group charged by PDD-63 to develop
this strategy. The international sutreach plan was
dpproved at the senior level of interesced departments and
agencies of the CIOG.
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1n additien te the draft report's advocacy of &n
alternative policy, the draft coatains a number of
srronecus conclusions:

*» On page %, the dralt states cthar POD-631 emphasizes
“broadly sxpanding international CIF coopecation,”
However, POD-6€1 does not contain this broad endorsement .
The tasking states “there shall be & plan %o expand
cooperaticn” and properly leaves the scope and pace of
the plan to be determined by the CICG.

« On _page 10, the draft claims the strategy places "minimal
emphasis”™ on devaloplng “global solutions.™ In fact, the
strategy fully comports with the directive of PDD-63 that
inrernaticnal sutreach be channeled to *like=minded and
friendly nations® and organizaticns. The stratagy
properly Tecognizes that the initial steps must cake into
account the naticnal posture of each potential
cooperating stace. Cur [irat round af mescings with our
elogest allies indicared thae, like the United States,
their firsr priority 18 to develop their own national
gtrategy. These allies did not wish to rush to undertake
bread international outreach. The report alsa faile to
nobe thar our etrategy is flexible ensugh to allow action
globally when it is im the U.S. natisnal intersst. For
example, last year the U.5. successfully sponsored a U.N.
resmlytion on cyber crime derived from -8 agreements.

» 0On page 11 the drafc alleges that PDD-63 requires a
global appreosch "without regard to the level of our
interdependencies.” In fact, PDD-§3 recognizes the firar
responsibility of the Federal Government i8 to perlorm
sgsential national Becurity missions and ensure the
gerneral public health and safery, and that this must
involve a parcnership with the private sector. By ats
very naturs, analysis of the CIP inrernational outreach
prioricias of the Federal Government reguires agssssment
of interdependsncies.

e On page 12, the drafr contends the CICG is improperly
snmaging in “efforts to ragulate the use of global
infarmation technolagy and systems.” To che conteary,
the international cutresch plan speaks directly to the
necessity of developing cooperatlive strategies not only
between governments, but also bebtween governmsnt,
international organizations, and pravate indusery, The
grrategy recognizes & balance mMUst be drawn betwsen
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national security and law enforcement concerns and the
protecticn of privacy and free markets. The plan also
contains a section on agresd U.5. government pelicy to
promote international reasearch and development .

Te cenclude, the internarisnal plan iz based on
policies agreed to by the interagency group charged with
implementing PDD-§3. A= the POD-83 Foreign Affairs
Functional Coordinatar, I disagree with the draft report’s
contention that setting pricrities for ourreach to clase
alliea and gearing cur efforcs to the development of the
U.5. Hational Plan reflects a "constrained” approach or is
incensistent wich POD-63.

L
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L Undted States Department of State

Chisf Informarion Cfficer

X g
L m

i U? Injormation Resource Vet permnml
VY Washington, [.C. 20520-H3°

FEEES

Thank vau for allowing [RM to commenl on thie subjest draft report, Presidential
Decision Directive 63: The State Department Can Enhance Its International Leadershup
and Tts Own Cyber Secumty.

[ would like to recommend the following additions to the GAD Draft Report (4 -0
Om page |7 of the report, | would like w0 add one additional ballet to read;

*  Inorder to fully implement thess opporunities, the Deparment's CLPP should be
appropriately funded.

O page 18 of the report, add ome additional sentence at the top of the report following
the sentence “classified and unclassilied systems.”

“The Chief Information Officer and the IRM Bureau have successfully closed the
existing GAD audits reports and the Federal Managers Financial Integrity Act
recommendations,”

I addition, | have provided comments on several of the recommendations outlined in the
repor.

Any questions or requests fior asststance concomming this repon and comments cin be
directed te Mr. Timothy C. Fitzgerald, Comorate Information Sysiems Security OfTicer,
at (202) 203-5034.
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IRM Comments Regarding O1G 01-1%-001

Recommendation 1: (e.g.. Foreign Affairs Functional Coordinator
responsibilities).

*  While the objective of PDD-63 is clearly dual in nature, with one goal
being to provide US. intemational leadership for eyber-security and the
other to strengthen our own cyber-security, in IRM's view the NG misses
wi important oppormunity. To help achieve the former goal (we already
know they will play a eritical role in the later), the potential role of our
[M s (and other [RM personnel} abroad and their daily relationships with
several foreign organizations (e.g., FTTs, Telephone companies. 15Ps.
eic.) should not be jgnored. Orur TMOs, at the working level, can help
encourage, coordinate, and support such official and unofficial entitics 10
review and consider the larger international need to fulfill PDD-63.
{Many IMOs do this already in reviewing potential candidates for ISP
service, new lint connections, and other information services for a given
L%, Mission). [RM personnel are well aware of and traned in the
concepts and need for “sustainability” and "reliability” (key components of
CIP and cyber infrastructure) of systems and communications. This is an
imternal kriowledige base that we should exploit in helping schieve the
objectives of PDD-63. It would be helpful therefore to also enlist their
assystance in this matter.

Recommendation 4: (eg., C1O and DS determining what. if any, overseas
minimum essentisl cvber infrastructure should be subject to valnerability
assessments).

*  This is a good, sound recommendation. But neither here nor anywhere
within the documenl does the reader see our operational Post
Communication Centers (PCC) as being a pan of the larger Depanment
cyber-security infrastructurs, Yet on page one of the drafi paper (fooinole
in the Executive Summary), it clearly states thai “mission-essential cher
infrasmrctire suppores core mission processes, which support sahonul
securiny and govermment continuiny . While our command and contrel
systems mity now be sufficiently well protected and defended from cyber-
attacks, the physical infrastructure they operae within is of dubious
condition {i.¢., doors, alarms, etc.). Moreover, the technology used now
inside the PCC will ultimately migrate 10 newer, more "Internei-like"”
programsa in the future where cyber-secunty {for data} wall become an
important consideration for the classified information eperation as well.
The PCC is and has always been entical cyber infrastracture, PCCs
should be consubied in the evaluahon process.
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*  In addition, the CIC, by decision of the Undier Secretary for Management,
remaing the serwor official responsible for information secarnity, which
includes the corporate critical infrasiructure. [t 15 suggested that the
recommendation make nots of that authonity to ensure that the assignation
of authonty remins clear,

Hecommendation 6: (eg.. 12 FAM 610 periodic security condrol
evalustions)

*  IRM considers this an excelient recommendation, but the suggestion that
evaluations should be st three-year intervals should be changed. Too
rmany things, changes, modifications, efe., occur at a given post within
such a lengthy pervod. Periodic security control evaluations sheouwld
therefore occur much more frequently, i.c., perhaps along the | 8-month
evele similar to our COMSEC Audits, Moreover, security controls should
b evaluated whenever there are significant changes io mission-essential
cvber infrastructure. (This will bring the recommendation into line with
OMB Circular A-130, Appendix [IT). Alermnatively, it is suggested that if
the thres-vear cyele be set as part of the official certification and
accreditation process conducied by D5 and [RM, a mud-cycle sell
inspection be mandated to provide information assurance during the three-
vear cyele

Recommendation 7: (e.g.. C10 and DS ensure that eritical infrastructure
protection plans and vulnerability assessments address mission-essential
interagency infrastructure vulnerabilities.)

*  IRM concurs. Whenever one system or process contanimg & vilnerabi ity
is connected fo another system or included in a host svstem, that
vulnerahility becomes a vulnerability of the connested or host system

Recommendation B: (&g, DSARMFSI jointly develop and implement
interagency critical infrastruciure profection practices/ procedisres
training/exercises for all domestic and overseas federal and contractor
emplovees that meeis the requirements of PIND-63.}

* It is suggested thai the recommendation include the word “mandatory”
betwesn e words “implement’” and “mieragency™ and that additional
funding should be made available to implement this recommendat:on

Recommendation 9: (... amendment to 12 FAM 600 to require that DS
be given names of IS50s, their alternates, and level of sulliclent
gxperience and training.)
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. Mmdmwmmmﬁmmzmﬂtmlﬂmﬂm
Svetemns Security Officer (C1550) also needs 1o receive this information.
1t is suggested that this recommendation be changed 1o a requirement that
the Buresu of Diplomatie Security and the Corporate Information System
Security Officer are given the names of the 1550, thesr alternates, and
level of training needed and acquired, 1t should also be noted that the TRM
CIS50) has requested this information of all posts and Burean Executive
[rirectors.

HRecommendation 10: (e.g., Cyber-security responsibilities for job and
work requirement statements).

*  mecommendations 10 through 17 have the common theme of cyber-
security iraining, sdueation, and awarensss. As we have found in the past.
training can be very uscful and imporiant, but does not translate directly
into responsbility. ‘Where Recommendation ten (110) advises including in
all job and werk requinement statements individual responsibilities for
mission-easential cyber infrastructure sscunity—and that's fine—the
Recommendation needs 1o be taken further where a given supervisor s
designated as a section’s "cyher-security control officer™ and is made
responsibie for the overall cyber-security of his or her section und
operation, The staterment needs to carry much more weight than merely
the mow routine “E.0. 12938 statement that is now automatically
generated for werk requirement statements, but does not necessanly imply
any real duty, responsibility, or accountability. Additionaliy, it s
sugpested that employees nesd 1o know not only their responsihility and
accountability but also the consequences of non-compliance.

Recommendation 11: We recommend that the Directer General of the
Fareign Service and Director of Personnel amend 11 Foreign A ffairs
Manual 600 to require that all supervisors assess the exteni fo which aff
emplopers accomplish their individual roles and rexporsibilivies for mixion-
exsential cyber infrastriciure securiy.

*  The Bureau of Human Resources has already started to mandate
requirements for including security respondibilities in employee
performance plans. TRM suggests that this covers these two
recommendations. A recommendation may be mciuded, addressed 1o the
Burean of Human Resources, requiring them 1o publish this guidance in
Volume 3 of the Foreign Affairs Manual (3 FAM), 12 FAM 600 can then
cross-reference the 1 FAM puidance.

Recommendation 15: We recommend ihe Bureaw of Diplomatic Securigy
amend 17 Forelpn Affoirs Manual 608 to require that users demestsirate
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an appropriate “demonstration” of adequate understanding, Is the 01
suggesting that there be a test? |5 iy enough if the individual gers throegh
the first 30 davs withgut 3 vislation? If the OIG does not have something
specific in mind, IRM Suggests that this recommendation he removed,
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=32 L mitedd States Ihepaetmnens of =pan
g.}ﬁ‘-"“;r W ianhimgnin. PLE Srive
' March 8, 2001
MEMORANDUM
TO: OIG = Mr, Anthony Carbone
FROM: DS/PPE/PPD - Daniel Pappas ﬁ"
SUBJECT: POD 63: Cyber Security; 01-IM-001

You requested DS review the draft OIG document, PDD 63: Cyber Security,
for comment and clearance. We have reviewed the draft, Please see the
attachment for our suggestions and changes:

S thanks OlG for the opportunity to review 01-IM=001 draft. If you have

any guestions concerning DS's comments, please contact Ms. Vickie Huss,
DS/PPE/PPD, for prompt resolution. She can be reached at 202-663-0317.

Attachment: as stated
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D5 responses to Draft O1G repor an PDDG3

Recommendation 4: We recommend the Chief [nformation Officer and the Assistant Secrean
for Diiplomatic Security address the Department’s foreign operations in subsequent critical
infrastructuse protection plans and vulnerability assessments to determine what, ifany, overseas
minimum essential cyber infrastructure should be subject 1o vulnerability assessments. In doing
s, Department officials should include representatives of other agencies having an overseas
presence in developing the overseas portion of the plans, and condueting and assessing the
overseas portion of the vulnerahility assessments as appropriae,

[ Comment: DS agrees that this is a critical aren that requires assessment under the
imise of PDD 63. The Department has already planned to integrate valnerability
assessment activities of foreign operations in the next phase of the ongoing PDD 63,
vulnerability assessment process,

Recommendation 5: We recommend the Bureau of Diplomatic Security schedule and conduct
security conlrels evaluations of all mission-essential eyber infrastructures al least ance every 3
VEArS.

5 Comment: DS conduets internal and external penctration tests of the Depariment’s
netwarks on @ regular basis and s in the process of nugmenting that capability. This will
aflow D5 to conduct additional evaluations at the conclusion of the initial risk management
process detailed in the CIPP, currently schedaled for December 2003, Penctration testing
is a singular tool used in the overall evaluation or vulnerability assessment process, and
canaot be used as & sole qualifier for the security posture of & system,

Recommendation &: We recommend the Bureau of Diplomatic Security madify 12 Foreign
Affairs Manual 610, and the Bureau of Information Resource Management amend the Critical
Infrastructure Protection Plan. o require periodic security control evalisations of all mission-
essential cyber infrasirecture at besxs) once every 3 vears.

DS Comment: DS agress with the principle of periodic evaluations of scourity controls.
The CIPF provided a description of the Department of State and elements involved in
Infrastructure protection. This level of testing should reside in 12 FAM.

DF Sugpested Recommendation: We recommend thas DS comdwcr evaluations of secuerity
contrals of mission critical systems as (entified by Vilnerabilie Assessment Reports on a
perivdic basis or minimally every three years, and that responsibility for this action be added
To 12 FAM 610,

Recommendation Tt We recommend the Chief Information Officer and Bureau of Diplomatie
Security ensure thal subsequent critical infrastructure protection plans and vulnerabilite
assesEments address missinn-essential interagency infrastructure valnerabilities.




AFPEKDIX H

DS Comment: DS recognizes that there are interagency interdependencies that impact the
critical infrastructure of the Department and other federal agencies. The Department has
developed plans to sssess these imterdependencies during subsequent phases of PDD 63
vulnerability assessment activities,

Recommendation 8: We recommend the Assistant Secretary for Diplomatic Security. Assistant
Secretary for Information Resorce Manapement, and the Director of the Foreign Service
Institute jointly develop and implement interagency critical infrastructure protection practices
and proceduines training and exercises for all federal and contracior emplovees domestically and
overseas that meets the requirements of Presidential Decision Directive 3.

DS Comment: DS will utilize the Vulnerahility Assessment Waorking Group 1o identify
opportunities to develop materials and courses to meet this requirement in concert with
IRM and FEI,

Recommendsiion %: We recommend that the Bureau of Diplomatic Secunity amend 12 Foresgn
Affairs Mamual 600 to require thm it be given the names of Information System Security
Oiicers. and their ahermnates. i a timely manner. and that the Burcau of Diplomatic Security
cnsure all desipnees have sufficient expenience and training,

D5 Comment: Witten notification of appointments or changes should be seni to the
Buresu of Diplomatic Security. DS will provide the information in other pertinent offices,
12 FAM 00 will be amended to include this requirement.

Recommendation 12: We recommend that the Bureau of Diplomaric Security amend [2
Foreign AfTairs Manual 600 10 specify how the Department will implement the Computer
Security Actof 1957, National Institute of Standards and Technology. LS. Office of Personne
Management, and National Security Telecommunications and Information Systems Security
Comminee requirements for individua and organizational cvher SECUMLY awaneness, training.
snd accountability involving mission-essential automated information infrastructusme SeCufity,

DS Comment: 12 FAM 614 contains authorifies relating to Department policies detailed in
12 FAM 600 serics. The suthorities noted by the OIG are cu rrently referenced and provide
the basis of the Department’s information technology policies.

Recommendation 13: We recommend that the Bureay of Diplomatic Security amend |2
Foreign Affams Manual 600 1o require that users be informed of. and acknowledge. their
sulomated information security responsibilities prior 1o being cranied access 1o Departmen
s¥stems. The proposed Bureans of Diplomatic Security developed Auomated Information
Systems Security Training Guidelines should incorporate role and access based eriteria for
SECUrity Awarensys,

DS Commeni: Since the FAM only requires security training “as soon as possibibe after
being granted access” we need to protect ourselves by of leugi requiring they acknowledge
their responsibilities PRIOR to access, This is already heing done virtaally everywhere, so
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the impact to the department is minimal - a future revision of FAM language. Suggest
O1G sirile out the last sentence since it is covered as a separate recommendation for DS fo
develop the Automated Information Systems Security Training Guidelines (see
recommendation 14 helow).

Recommendation 14: We recommend the Bureau of Diplomatic Security pulblish criteria for
role- and access-based automated information systems security training, and for esting users for
minimum levels of understanding of the automated information systems security criteria that
apply 1o their roles and access levels. These Automaned Information Systems Security Training
Guidelines should comply with 5 Code of Federal Regulations Part 930, Subpar C. Mational
Institute of Standards and Technology Special Publication B00-16. and National Security
Telecommunicasions and Information Systems Secunty Comminee directives and stundasds.

DS COMMENT: Agree but suggest a slight rewording of last sentence for Nexibility 1o
incorporate a greater range of federal guidance should it become available - “These
Automated Information Systems Security Training Guidelines should alse incorporate the
tenants of other national level guidance.™

Recommendation 15: We recommend the Bureau of Diplomatic Security amend 12 Foreign
Alfairs Manual $00 10 require that users demonsimte adequate understanding of their ntomated
information systems security responsibilities. based on the Depanment’s Awlomated Information
Systems Security Training Guidelines, within 30 days of being granted aceess 1o systems. and at
least anmually thereafier,

DS Comment: Agree Recommendation 15 paves the way to proper training. The key here
is that users demonstraie a bevel of ability/'understanding rather than simply attending,
which is consistent with other Federal guidelines, However, request a modification. 12
FAM 629.2-8 currently requires the following: “The training must be provided either prior
to granting new users access o the system or as soon as possible after access has been
granted.” DS requests O1G make recommendation 15 contingent upon the completion of
the Department’s Automated Information Systems Security Training Guidelines and
development of training material (see Recommendation 14),

Recommendation 16: We recommend that the Bureau of Diplomatic Security amend 12
Foreign Alfarrs Manual 600 to require that users receive periodic and threst-specific continuing
and refresher sscurity traiming for swomated information svstems.

D5 Comment: IS agrees and 12 FAM 600 will be amended to inelude refresher securiny
training and threat-specific training on a continuing basis,

Recommendation 17: We recommend the Bureau of Diplomatic Security amend 12 Forgign
Affairs Manual 60 1o require executive or principal officers of all posis, bureaus. and offices o
annually cerify to the Chief Information Officer and the Burgau of Diplomatic Security their
compliance with the Depanment's Autemated Information Sysiems Secaniy Training Guidelines
develioped by the Bureaa of Diplomatic Security. Specifically, we recommend 12 Foreign




AFPENDIX H

Affairs Manual 600 require that principal officers certify their arganizations have documenied
that everyons who has access to the Department’s systems has been given compliant sie-spevific
SECUNTY AWANCTESS training relevant to their roles and responsibilities in accordance with the
Department’s Automated Information Syssems Security Training Guidelines

DS Comment: Certification can be a means of ensuring that documentation of user
briefings is accurately maintained at post, Compliance can be measured through DS
security assessments condueted by Regional Computer Security (fficers {RCS0,
DEAST/ACD and O1G. This can also provide a means for posts o identify training
deficiencies to assist the DS in prioritizing iraining resources,

DS Suggested Recommendation: We recommend 12 Fareign Affairs Manual 600 require the
executive or principle officer of all posts and bureaus o annually cevtify vo DS and C10,
compliance with the Department af State ALS Securiny Traiming Guidelines developed by
Diplamatic Security.

Prepared by:
DS/ISTVACT, comments were incorporated from DSTC where applicable.




